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| The Linked Open Ageniic Web

1 (LOAC) Masterclass: Leveraging
—t{ Semantic PKI, Hyperlinked SAN
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MEET CHARLIE. HE SPENT YEARS BUILDING A MASTERPIECE. NOW, MACHINES ARE TAKING IT FOR FREE.
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I publish RDF graphs that
are incredibly valuable to Al
Al agents. But how do my
systems know who is :
scraping my data—and if they |
have the right to take it?
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TRADITIONAL PKI PROVES WHO HOLDS THE KEY, BUT IS COMPLETELY BLIND TO MEANING.
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THE X.509 CERTIFICATE
ANATOMY

Binds public key

to identity.

Vouched for by a

Certificate

Authority (CA).

Secures transport
L- (mTLS).

| a el e - o i
- G e R0 § 3 ooy G . Eamsad s e
i 3 e = oo el = ; | thl - |
e ; Ll Lo T o o B . o o [ e Al ASENT ICENTIRCATION
3 1 '_'._':: _'I. o

o PROTOCIAE

o |IEE _—t '_[_|_|i|||

T

R e e

These are identifiers . They tell a system where something is, but not what it is.
PKI answers “Can you prove control of this key?” It cannot answer “Who are you in a machine-understandable world?”
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WHAT IF A CRYPTOGRAPHIC CERTIFICATE COULD POINT TO A NAVIGABLE UNIVERSE OF MEANING?

Certificates identify
things cryptographically.
Hyperlinks identify things

semantically. What

happens if | combine
them?

= l In Linked Data, identifiers are HTTP URls. e e
8| They are dereferenceable. Following them o HEEE LINKED DATA:
88| yields RDF descriptions, linking entities into M 2 e e MACHINE-READABLE
: l a global graph governed by ontologies. I Sl SEMANTICS.
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UPGRADE THE SUBJECT ALTERNATIVE NAME FIELD TO BUILD A BRIDGE TO THE SEMANTIC WEB.

1. What the
entity is.

2. What it is
connected to.

Aramate https //agent webld =3

; e AN\ \ 3. What l-t "5

authorized
to do.
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CHARLIE DEPLOYS HIS GRAPH WITH A STRICT, MACHINE-READABLE ECONOMIC BOUNDARY.
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- AN AI AGENT REQUESTS THE PREMIUM DATASET. THE SERVER DEMANDS CRYPTOGRAPHIC PROOF.
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PRESENT YOUR CERTIFICATE. | ="
(INITIATING MUTUAL TLS / mTLS) |F@sa

PROVIDES X.509 |
CERTIFICATE.

| THE SERVER VERIFIES THE CRYPTOGRAPHIC
SIGNATURE, CERTIFICATE CHAIN, AND KEY VALIDITY.
BUT THIS I5 ONLY THE FIRST STEP.
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THE REQUES I

&

RULE: Access to Entity
Alignment Dataset = Requires
valid $2.99 entitlement.

ved graph. The entitlement is missing. Access is DENIED
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f DIGITAL INCEIPT
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Access granted. Data materializes.

Charlie gets paid without lifting a ﬁnq
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Named Graph Data - by
Named Graph Data)

The SAN hyperlink is dereferenced again. Policy evaluation succeeds.
Data is released. Frictionless agentic commerce is achieved.
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PUBLIC KEY

Mechanism: X.509 binds
keys to names.

Mechanism: SAN-linked
knowledge graphs.

Result: Cryptographic
assurance of key
possession.

Limitation: Blind to
context, rights, and
meaning.
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Result: Authorization _
driven by identity, meaning,}
rights, and context.

Advantage: Evaluates
whether the entity satisfie|
machine-readable |
conditions for access.




s the meaning. Agents execute the economy.

& Agent Systems: Gives
= trust in computation over
N those relationships.

J Ontologies: Gives
] trust in relationships.
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Agent Systems: Gives
» trust in computation
over those relationships.
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\|" Charlie is no longer

° Certificates no longer |

S| just bind keys to names. |ERIBIESESSEEINESURINE 4 just publishing data.
b They bind keys to TRl | s AT —T) : et 4
nhavigable identities. |CENBEw. Wi = — . He is publishing
L. - ' ImlZEZ=all’ | s\machine-interpretable,
economically governed |[{s

knowledge.




